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AHHOTauuA

HacTosawmnin gokymeHT onpegenseT TpeboBaHus kK APM U nopsaoK U3roTOB/EHUS BHELHENR
rammbl, MWCMNONb3yeMOM B KayecTBe WCXOAHOrO0 MaTepuana And uHAUManM3auuum nporpamMHOro
AaTumka cnydamHbix umcen B CK3UM «Kpuntollpo CSP» Bepcum 4.0 R4 B cocTaBe CepBepoOB Ha
annapaTHO-nporpaMMHbix nnatdopmax, AN KOTOpbIX B HacTosuwee BpeMmsa He cyuwecTteyeT [MAK
3awutbl oT HC nan 3nNeKTPOHHOro 3aMKa € PU3NYECKUM AATUMKOM CNy4YalHbIX Yucen.
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1. TpeboBaHUs K BHELLIHEN raMMe

K BHewHen ramMMe, WUCMNOAb3YyEMOM B KayecTBE WCXOAHOrO MaTepwana Ansg MHUMLManuMsauum
MporpamMMHOro Jatumka caydanHbix udumcen (MACH) B CK3U «Kpuntollpo CSP», npeabsBnsiTCS
cnepywouwme TpeboBaHus:

1. BHelWwHAA raMMa siBNAeTCS KOHhuaeHL uaJib HO .

2. N'aMMa npeacTaBNaeTCs oTpe3KaMu paBHOBEPOATHOM CAy4YamHOMW BMHapHOM
nocnegoBaTenbLHOCTHN pa3Mmepa 256 6ut (32 6anra).

3. FaMMa Ha HocuTensx (oTuyxaaembit HocuTenb, XM M2BM) npenctasnsaetcs B hopmaTte
danna, copgepxauiero 3agaHHoe KOJIMYECTBO OTPE3KOB C KOHTPOJIbHOM CcyMMoMn (4 6anTa) Kaxaoro
oTpeskKa.

4. Ins NoBbIWEHNS HAAEXHOCTM 3annCK/CYNTLIBAHUS FaMMbl C HOoCuTenst ¢aiin C ra MMoM
Ay6nmpyeTcs Ha HocuTene B ABYX AUPEKTOPUSIX.

5. HocuTenb ramMmbl AO/HKEH AOMNYCKATb NocCneaoBaTelbHOE CUYUTbIBAHME O4YepenHOro oTpeska
C ero 3aWKuTHbIM KOAOM C KOHUa (darina v nepemMeweHneMm koHua garna (EOF) Ha 36 6ainToB.

2. TpebosaHuns kK APM BbIpaboTKM BHELLUHEN MraMMbl

BblpaboTKa BHELIHElN ramMMbl M 3annCb €€ Ha OT4YYyXAAEeMble HOCUTENU MpOM3BOAUTCS Ha
aBTOHOMHOM APM, dyHKLUMOHUPYIOWEM B CleayloWwmx NporpaMMHO-annapaTHbIX cpegax:

Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

Ha APM ycTaHaBnuBaloTCA:
1. CK3N «Kpuntollpo CSP» c 3/1eKTPOHHbLIM 3aMKOM «Cob60sb>».

B HacTpolike CK3M «CsoicTtBa Kpuntollpo CSP/o60opyaoBaHue/AaaTu4yMKM Cly4ainHbIX
yucen>» [o/KeH bbb 0CcTaBAeH ToNbko «Cobosb».

2. YTunuta genkpim BblpaboTKW BHELUHEN FaMMbl;

3. YcTpoicTBa BbiBOAA BHEWHENW ramMmbl Ha Tpebyemble Tunbl OTYYXAAeMbIX HOCUTENEN,
pa3pelleHHbIX K ncnosb3doBaHuio B CK3U «Kpuntollpo CSP».

APM (pyHKLMOHUMPYET MO CXeMe:

Yrunura genkpim
(BBOomuTCS C KOMaHJHOM CTPOKH)

Y

CK3U «KpurrolIlpo CSPy»
(Ucnonbayercs pynxiust CryptGenRandom)

Y

daiin Kis_1

Y \ 4

Hupexropus DB1 Hupexropust DB2

Y Y

Hocurenrs BHEIIHEN TaMMBI
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3. MNMopsiaoK N3roToBNEHNSA HOCUTENEN C BHELLHEN raMMOW

N3rotoBneHne BHelHel rammbl Ha APM obecneuunBaeTcs yTunmton genkpim.

ONns M3roToBfieHNS BHELWHeW ramMmbl C KOMaHAHOW CTPOKW MNPOM3BOAUTCS 3anyCK YTWIAUThI
genkpim:

genkpim.exe yn <p>

3pecb y - HeobxoauMoe KOMMYECTBO CllyyaliHbIX OTPE3KOB raMmmbl AJ151 3alnCu Ha HOCUTENb, P
- MyTb, MO KOTOPOMY 3anucaHbl anpekTopun DBl n DB2 (ecnum nyTb He yKasaH, TO NO YMOJYaHWUIO
naet obpalleHnme K AUCKY a:), N- HOMep KOMMAeKTa BHewHen rammbl (8 cuMBONOB B 16-pUYHOM
Koae).

B pesynbTaTte BbINOMHEHWS KOMaHAbl reHepuvpyeTCs 3ajaHHbil obbeM MaTepuana BHeLWHeN
ramMmbl U dopmupyetca dann kis_1, coaepxawmin y OTpe3KoB rammbl no 36 6awnrtos (32 b6anta -
OTpe30K rammbl, 4 6aiiTa — KOHTpPOJIbHAs CyMMa OTpes3Ka rammbl).

Q®ann kis_1 no nytm p aybnuposaHuem B aBe aupektopum: DBl n DB2 3anucbiBaeTCcs Ha
HOCUTESIb BHELUHEN rammbl.

4. Vlcnonb3oBaHMe BHewHen rammbl B CK3U

BHelwHAS ramMMa uUCnonb3yeTcs B KayecTBe MUCXOAHOro Matepuana ansa vHuuuanusauuu MNACH
B CK3M B cocTaBe cepBepoB Ha anmnapaTHO-MporpaMMHbiX niatdopmax, A4S KOTOPbIX B HacToslwee
BpeMsi He cyuwecTByeT MNAK 3awuntbl oT HCA Mnn aneKTpOHHOro 3amka ¢ ¢pusndyeckum ACH.

Ons wncnonb3oBaHuMsa BHewHel rammbl B CK3UWM ampektopum DBl wn DB2 ¢ dannom kis_1
3anuCbIBAOTCSA C OTUYYXAAEMOIO HOCUTENS BHELIHEN raMMbl Ha XXeCTKUMA AUCK cepsepa.

Onsa nepevHuumanusauum coctosHua MACYH, NnpoM3BOAUMMONM NMpU KaXKAoM CO34AaHUN KIOYEBOro
KOHTEMHEpa W NpU reHepauuuM KaKAoro 3aKpbiTOro Mofib30BaTE/IbCKOro Kj4va, UCNonb3yeTcsa Aga
oyepedHbIX OTpe3Ka raMMbl OT KoHua dannos kis_1 B aupektopusix DB1 n DB2 Ha XeCcTKOM gucKe.

BecnoBTOpHOE WUCMOMb30BaHWE OTPE3KOB raMMbl M KX OTOpakoBKa MPOBEPKON KOHTPOJSIbHOWM
CyMMbl B npouecce yHKLMOHUPOBaHUS cepBepa obecneudmBaeTcsa cpeactBamu CK3W. [lybnupyemble
B ampekTopusax DB1 n DB2 oTpe3ku raMMmbl B C/ly4ae MxX HECOBMNAAEHUSA UFHOPUPYIOTCA.

5. TpeboBaHust no 6e3onacHOCTU

Mpu akcnayaTauun APM BbipaboTKM BHELIHEN raMMbl U UCMOMb30BAHUM OTYYXKAAEMbIX
HOCUTE/Nel BHELWHEN raMMbl AOKHbI BbINOMHATLCA TPpe6oBaHMSA:

1. APM BblpaboTKkM BHEWHEN raMMbl pa3MewaeTcss B OAHOM KOHTPONMPYEMOM 30HE C
cepBepoM, B KOTOPOM BHELLUHAHA raMMa MCNoJib3yeTcH.

2. i3rotoBfieHMe HOCUTENEel C BHELHEN raMMOW OCYLLECTB/ISSETCSA TOJNIbKO aAMWUHMCTPATO poOM
cepBepa vUin saMeHdrowmMm ero amuom, gonyweHHbIM K KJllo4aM CcepBepa.

3. Ha HocuTenu C 3anMcaHHOM Ha HMX BHELUHElM raMMOM pacrnpoCcTpaHaTCsa TpeboBaHMs No

obpalleHno C HAMKU KaK C Kto4YeBbIMU fokyMeHTamu (n.6.7 XTHAN.00087-01 91 01. PykoBoacTBO
aagMumHucTpaTopa 6esonacHocTm oblwasa yacTb).

4. MNocne 3anncu BHELWHEN raMmMbl C OTUYYXAAEMOro HOCUTENS Ha XECTKUI AUCK cepBepa
OTYYXAAeMbI1 HOCUTENb A0JKEH 6bTb NepedopMaTUpoBaH C PU3MUYECKMM YHUUTOXEHUEM BCEX
AaHHbIX UIN YHUUYTOXEH.

5. JomkHbl cobnogatbcsa TpeboBaHMsa aKCMayaTauMoHHOM AOKYyMeHTauum Ha CK3U, ®opmynsp
XTAN.00087-03 30 O1.
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